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Installation Technology and Security of the Station Observing Earthquake

Always Using the Connected Type Communication Circuit

Masato SERIZAWA*', Shinichi HASHIMOTO*, Toshio HANEDA*,
Masaru KOBAYASHI* and Toshihiro IGARASHI**

Abstract

The paper describes the installation method, the maintenance, and the measure against security of
an observing point which always used the connected type communication circuit. This system used

“Flets group access”.

Moreover, it enabled them to shorten the working hours in the spot for

installation sharply, and to start many observing points for a short period of time by using the remote

setup by the ISDN.
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BHl 1. LS-7000XT OFET 7 1)V
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<?xml version="1.0" ?>
<1s7000 version="0.91">
<title>DATAMARK</title>
<measure>
<channel>
<ch>1</ch>
<win>****</win>
<gain unit="dB">0</gain>
<frequency unit="Hz"> 200</frequency>
<bits>24</bits>
</channel>
<channel>
<ch>2</ch>
<win>****</win>
<gain unit="dB">0</gain>
<frequency unit="Hz"> 200</frequency>
<bits>24</bits>
</channel>
<channel>
<ch>3</ch>
<win>****</win>
<gain unit="dB">0</gain>
<frequency unit="Hz"> 200</frequency>
<bits>24</bits>
</channel>
<channel>
<ch>4</ch>
<win>0003</win>
<gain unit="dB">0FF</gain>
<frequency unit="Hz"> 100</frequency>
<bits>24</bits>
</channel>
<channel>
<ch>5</ch>
<win>0004</win>
<gain unit="dB">0FF</gain>
<frequency unit="Hz"> 100</frequency>
<bits>24</bits>
</channel>
<channel>
<ch>6</ch>
<win>0005</win>
<gain unit="dB">0FF</gain>
<frequency unit="Hz"> 100</frequency>
<bits>24</bits>
</channel>
<filter>LINEAR</filter>
<cut_off unit="%">20</cut_off>
</measure>
<trigger>
<sta_lta_trigger>
<channel>1</channel>
<lopass> 40</lopass>
<hipass> 160</hipass>
<sta> 1280</sta>
<Ita>10240</1ta>
<s_l_begin> 3</s_l_begin>
<s_l_end> 2</s_l_end>
<s_l_count> 3</s_l_count>
</sta_lta_trigger>
<level_trigger>
<channel>1</channel>
<level unit="count"> 50</level>
</level_trigger>
</trigger>
<record>
<trigger>ALL</trigger>

—n

<pre_trigger unit="sec"> 20</pre_trigger>
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<post_trigger unit="sec"> 60</post_trigger>
<overwrite>YES</overwrite>

<frecord>
<communication>

<com1>
<baud unit="bps">38400</baud>
<bits>8</bits>
<parity>none</parity>
<stopbits>1</stopbits>
<flowetrl>NONE</flowctrl>

</com1>

<com2>
<baud unit="bps">38400</baud>
<bits>8</bits>
<parity>none</parity>
<stopbits>1</stopbits>
<flowctrl>NONE</flowctr]>

</com2>

<tcpip>
<[Paddresg>#*** **% *¥*% &% [[Paddress>
<netmask>255.255.255.000</netmask>
<default_gateway>**¥* #** *%* ***/default_gateway>
<device>ETHERNET</device>

<[tepip>

<win_udp>
<[Paddress>*** *** *** ¥x%</[Paddress>
<win_port> ****</win_port>
<mywin_port> ****</mywin_port>
<status_port> ***¥*</status_port>
<mystatus_port> ***¥</mystatus_port>
</win_udp>
<realtime_output>
<device>WIN_UDP</device>
<win_format>A0</win_format>
<setting_output>MINUTE</setting_output>
<motion_output>MINUTE</motion_output>
</realtime_output>
</communication>
<time_cal>
<location>
<timezone>-09:00</timezone>
<latitude>N3540.4362</latitude>
<longitude>K13928.3876</longitude>
<altitude>000108.0</altitude>
</location>
<mode>AUTO</mode>
<interval> 0:00</interval>
<adjust>ON</adjust>
</time_cal>
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# MAC Address M 00:**:**:**:1{*:**’ 00:**:**:**:**:**

# Memory 8Mbytes, 2LAN, 1BRI

ip filter 1 pass * * * * *

ip filter 100000 reject * * udp,tecp 135 *

ip filter comment 100000 "Windows: DCE RPC"

ip filter 100001 reject * * udp,tcp * 135

ip filter comment 100001 "Windows: DCE RPC"

ip filter 100002 reject * * udp,tcp netbios_ns-netbios_dgm *
ip filter comment 100002 "Windows: NetBIOS (NS,Datagram)"
ip filter 100003 reject * * udp,tcp * netbios_ns-netbios_dgm
ip filter comment 100003 "Windows: NetBIOS (NS,Datagram)"
ip filter 100004 reject * * udp,tcp netbios_ssn *

ip filter comment 100004 "Windows: NetBIOS (SSN)"

ip filter 100005 reject * * udp,tcp * netbios_ssn

ip filter comment 100005 "Windows: NetBIOS (SSN)"

ip filter 100006 reject * * udp,tcp 445 *

ip filter comment 100006 "Windows: Direct Hosting SMB"
ip filter 100007 reject * * udp,tep * 445

ip filter comment 100007 "Windows: Direct Hosting SMB"
ip filter 100099 pass * * * * *

ip filter comment 100099 "pass all"

ip filter 200000 reject 10.0.0.0/8 * * * *

ip filter comment 200000 "Ingress/in: Private A"

ip filter 200001 reject 172.16.0.0/12 * * * *

ip filter comment 200001 "Ingress/in: Private B"

ip filter 200002 reject 192.168.0.0/16 * * * *

ip filter comment 200002 "Ingress/in: Private C"

ip filter 200003 reject 192.168.0.0/24 * * * *

ip filter comment 200003 "Ingress/in: LAN1 Primary"

ip filter 200010 reject * 10.0.0.0/8 * * *

ip filter comment 200010 "Ingress/out: Private A"

ip filter 200011 reject * 172.16.0.0/12 * * *

ip filter comment 200011 "Ingress/out: Private B"

ip filter 200012 reject * 192.168.0.0/16 * * *

ip filter comment 200012 "Ingress/out: Private C"

ip filter 200013 reject * 192.168.0.0/24 * * *

ip filter comment 200013 "Ingress/out: LAN1 Primary"

ip filter 200020 reject * * udp,tcp 135 *

ip filter comment 200020 "Windows: DCE RPC"

ip filter 200021 reject * * udp,tep * 135

ip filter 200022 reject * * udp,tcp netbios_ns-netbios_ssn *
ip filter comment 200022 "Windows: NetBIOS"

ip filter 200023 reject * * udp,tcp * netbios_ns-netbios_ssn
ip filter comment 200023 "Windows: NetBIOS"

ip filter 200024 reject * * udp,tcp 445 *

ip filter comment 200024 "Windows: Direct Hosting SMB"
ip filter 200025 reject * * udp,tcp * 445

ip filter comment 200025 "Windows: Direct Hosting SMB"
ip filter 200026 restrict * * tepfin * www,21,nntp

ip filter comment 200026 "Netscape: connect on finished"
ip filter 200027 restrict * * teprst * www,21,nntp

ip filter comment 200027 "Netscape: connect on finished"
ip filter 200030 pass * 192.168.0.0/24 icmp * *

ip filter comment 200030 "LAN1 Primary/in: ICMP (ping,traceroute,...)"
ip filter 200031 pass * 192.168.0.0/24 established * *

ip filter comment 200031 "LAN1 Primary/in: TCP Connection (established)"
ip filter 200032 pass * 192.168.0.0/24 tcp * ident

ip filter comment 200032 "LAN1 Primary/in: ident for SMTP,... (e-mail)"
ip filter 200035 pass * 192.168.0.0/24 udp domain *

ip filter comment 200035 "LAN1 Primary/in: dns resolv"

ip filter 200036 pass * 192.168.0.0/24 udp * ntp

ip filter comment 200036 "LAN1 Primary/in: NTP server"
ip filter 200037 pass * 192.168.0.0/24 udp ntp *

ip filter comment 200037 "LAN1 Primary/in: NTP client"
ip filter 200099 pass * * * * *

ip filter comment 200099 "pass all"

ip filter 201000 reject 10.0.0.0/8 * * * *
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ip filter comment 201000 "Ingress/in: Private A"

ip filter 201001 reject 172.16.0.0/12 * * * *

ip filter comment 201001 "Ingress/in: Private B"

ip filter 201002 reject 192.168.0.0/16 * * * *

ip filter comment 201002 "Ingress/in: Private C"

ip filter 201003 reject 192.168.0.0/24 * * * *

ip filter comment 201003 "Ingress/in: LAN1 Primary"

ip filter 201010 reject * 10.0.0.0/8 * * *

ip filter comment 201010 "Ingress/out: Private A"

ip filter 201011 reject * 172.16.0.0/12 * * *

ip filter comment 201011 "Ingress/out: Private B"

ip filter 201013 reject * 192.168.0.0/24 * * *

ip filter comment 201013 "Ingress/out: LAN1 Primary"

ip filter 201020 reject * * udp,tep 135 *

ip filter comment 201020 "Windows: DCE RPC"

ip filter 201021 reject * * udp,tcp * 135

ip filter comment 201021 "Windows: DCE RPC"

ip filter 201022 reject * * udp,tcp netbios_ns-netbios_ssn *
ip filter comment 201022 "Windows: NetBIOS"

ip filter 201023 reject * * udp,tcp * netbios_ns-netbios_ssn
ip filter comment 201023 "Windows: NetBIOS"

ip filter 201024 reject * * udp,tep 445 *

ip filter comment 201024 "Windows: Direct Hosting SMB"
ip filter 201025 reject * * udp,tcp * 445

ip filter comment 201025 "Windows: Direct Hosting SMB"
ip filter 201026 restrict * * tcpfin * www,21,nntp

ip filter comment 201026 "Netscape: connect on finished"
ip filter 201027 restrict * * teprst * www,21,nntp

ip filter comment 201027 "Netscape: connect on finished"
ip filter 201030 pass * 192.168.0.0/24 icmp * *

ip filter 201032 pass * 192.168.0.0/24 tcp * ident

ip filter comment 201032 "LAN1 Primary/in: ident for SMTP,... (e-mail)"
ip filter 201033 pass * 192.168.0.0/24 tcp ftpdata *

ip filter comment 201033 "LAN1 Primary/in: ftp client (PORT)"
ip filter 201034 pass * 192.168.0.0/24 tcp,udp * domain

ip filter comment 201034 "LAN1 Primary/in: dns server"
ip filter 201035 pass * 192.168.0.0/24 udp domain *

ip filter comment 201035 "LAN1 Primary/in: dns resolv"

ip filter 201036 pass * 192.168.0.0/24 udp * ntp

ip filter comment 201036 "LAN1 Primary/in: NTP server"
ip filter 201037 pass * 192.168.0.0/24 udp ntp *

ip filter comment 201037 "LAN1 Primary/in: NTP client"
ip filter 201099 pass * * * * *

ip filter comment 201099 "pass all"

ip filter 500000 restrict * * * * *

ip filter dynamic 200080 * * ftp

ip filter dynamic comment 200080 "FTP connection (tcp)"
ip filter dynamic 200081 * * domain

ip filter dynamic comment 200081 "DNS resoly,... (tcp,udp)"
ip filter dynamic 200082 * * www

ip filter dynamic comment 200083 "SMTP connection (tcp)"
ip filter dynamic 200084 * * pop3

ip filter dynamic comment 200084 "POP3 connection (tcp)"
ip filter dynamic 200098 * * tcp

ip filter dynamic comment 200098 "TCP Connection"

ip filter dynamic 200099 * * udp

ip filter dynamic comment 200099 "UDP Connection"

ip filter dynamic 201080 * * ftp

ip filter dynamic comment 201080 "FTP connection (tcp)"
ip filter dynamic 201081 * * domain

ip filter dynamic comment 201081 "DNS resoly,... (tcp,udp)"
ip filter dynamic 201082 * * www

ip filter dynamic comment 201082 "WWW Browser,... (tcp)"
ip filter dynamic 201083 * * smtp

ip filter dynamic comment 201083 "SMTP connection (tcp)"
ip filter dynamic 201084 * * pop3

ip filter dynamic comment 201084 "POP3 connection (tcp)"
ip filter dynamic 201098 * * tcp

ip filter dynamic comment 201098 "TCP Connection"

ip filter dynamic 201099 * * udp
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ip filter dynamic comment 201099 "UDP Connection"

ip filter source-route on

ip filter directed-broadcast on

ip lan1 address 192.168.0.1/24

ip lan1 routing protocol none

ip lan1 rip listen none

ip lan1 secure filter in 100000 100001 100002 100003 100004 100005 100006 100007 100099
ip lan2 routing protocol none

ip lan2 rip listen none

ip route 172.26.0.0/16 gateway pp 2

ip route default gateway pp 1 filter 500000 gateway pp 1

nat descriptor type 1000 masquerade

nat descriptor masquerade incoming 1000 forward 192.168.0.10

nat descriptor type 1100 masquerade

provider type isdn-terminal

provider filter routing connection

provider lan1 name LAN:

pp select 1

pp name PRV/1/1/1/0:

isdn remote address call 1861492

isdn auto disconnect off

isdn call prohibit auth-error count off

ip pp secure filter in 1 200020 200021 200022 200023 200024 200025 200099
ip pp secure filter out 1 200020 200021 200022 200023 200024 200025 200026 200027 200099
ip pp nat descriptor 1000

pp auth accept pap chap

pp auth myname user**@es****** gglight.flets ***¥¥*

ppp ipcp ipaddress on

ppp ipcp msext on

pp enable 1

provider set on 1

provider dns server pp 1 1

provider select 1

provider ipv6 connect pp 1 on

pp select 2

pp name PRV/2/1/5/0:

isdn remote address call 1861492

isdn auto disconnect off

ip pp secure filter in 201003 201020 201021 201022 201023 201024 201025 201030 201032

ip pp secure filter out 201013 201020 201021 201022 201023 201024 201025 201026 201027 201099 dynamic

201080 201081 201082 201083 201084 201098 201099
ip pp nat descriptor 1100

pp auth accept pap chap

pp auth myname guest@flets guest

ppp ipcp ipaddress on

ppp ipcp msext on

pp enable 2

provider set on 2

provider dns server pp 2 2

provider ipv6 connect pp 2 on

pp select anonymous

ip pp remote address pool *¥¥ ¥ ik sk

pp auth request chap-pap

PP auth username ***#Fkkkr chdkkkrs

pp enable anonymous

httpd frame use on 1

httpd host any

dhep service server

dhep server rfc2131 compliant except remain-silent
dhep scope 1 192.168.0.2-192.168.0.191/24

dns server pp 1

dns server select 1 pp 2 any .flets

dns server select 2 pp 1 any .

dns server select 500001 pp 1 any . restrict pp 1
dns private address spoof on

analog supplementary-service pseudo call-waiting
analog extension dial prefix line

analog extension dial prefix sip 9%

alarm entire off





